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SOLUTION OVERVIEW
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IPScan is the only solution that provides complete control over all IP/MAC access onto the network. IPScan automatically
detects and documents every ethernet and IP address that attempts the network access, and enforces centrally defined
policies in real-time, with the ability to block unauthorized devices from communicating on the network.

IPScan is deployed by hundreds of large enterprises, service providers, governments and military agencies and
educational institutions. IPScan consists of four components: (1) administrative console software, (2) centralized server,

(3) database(MariaDB, MySQL, MS SQL, Oracle), and (4) distributed hardware; probes.

IPScan XE Features

Dynamic IP management
- secure DHCP server

» Quarantine unauthorized DHCP client

* Network access time control for visitor

* MAC address filtering for access security
» Static IP address control in DHCP pool

* Unknown DHCP server detection

Secure IP/MAC management
- Static IP address management

+ Real-time IP/MAC status update for entire network:
online/offline/unused/expired, IP change, new IP,
new MAC, IP conflict, etc.

» Unused IP reservation

+ IP/MAC binding
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LAN access control & L2 security

+ Appliance based NAC policy enforcer (non 802.1x)
+ Improve vulnerability management process
+ L2 Security : controlling access by MAC address filtering
* Manual / automatic network access control :
IP blocking / MAC blocking
+ Increase wireless network access security (AP bridge mode)

IP conflict management

+ IP protection on mission critical devices

Automatic IP/MAC inventory
+ Online, offline, unused IP/MAC address
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SOLUTION REVIEW

Protection from IP Conflicts
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Major Functions

* No need to apply PC based agent program

Easy * No need of network upgrade (802.1x)
Implementation » Easy control of user interface

* Supports 802.1q to manage multi-VLAN environment

* Embedded DHCP function
* Controls entire IP devices regardless of
IP management environment

Providing advanced
DHCP server features

* Controls devices regardless of operating system

Layer 2 .
Agentless * Agentless control solution

Access Control Solution
* Controls network devices (Switch, Router, IPT, etc.)

* Real-time IP/MAC inventory status

Real-time + Real-time alarming events

Management « Real-time blocking, authentication and IP Conflict monitoring
* Real-time OS Detection




IPSCAN XE NETWORK CONFIGURATION

IPScan with 3rd Party DHCP server

Easy implementation for the current DHCP server
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1. Terminate unauthorized user. 4. Secure Network Server and Devices from IP duplication.
2. Authorize unauthorized user. 5. Define Static IP range to Server zone.

3. Terminate unauthorized Static IP user.

Built in Secure DHCP server

Need to replace the existing DHCP server,
but, it provides more managed and secured DHCP environment

Mission critical IP protection
(IP conflict protection)

e D Unused IP address blocking
- Poviich & D IP/MAC binding, etc.

o) Static IP area

Built-In DHCP server

IPScan Probe
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Blocking or New DHCP client
Temp IP'Allocation
Authorized DHCP Pool Unauthorized DHCP Pool
1. Allocating IP addresses from authorized pool range 4. Apply graduated policies to Temporary access users.
for authorized MAC user & Allocating temporary IP addresses 5. Terminate unregistered Static IP User.
from unauthorized pool for unauthorized MAC user. 6. Reserve DHCP IP to particular MAC.
2. Secure Router from IP duplication. 7. Secure Network Server and Devices from IP duplication.

3. Terminate unauthorized user, 8. Define Static IP range to Server zone.

















