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Executive Summary: 
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Summary Return on Investment Model 
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Category Industry Average 

Cost/Risk of Loss
Assigned 
Risk/Cost

Annual 
Occurrence 
or Risk

Solution 
Cost

Year 1 Year 2 Year 3 Total

IPScan 
Solution

 $90K  $16.2K 
annual 
maint 

 $16.2K 
annual 
maint 

 $16.2K 
annual 
maint 

 $138.6K 

Opex Savings Five minutes IT staff 
time per device per 
month, for address 
mgmt operations of 
1,000 devices, or 
$39K per year, 
reduced by 80%

 $31K Each year 
ongoing

 $31K  $31K  $31K  $93K 

Security Risk 
Mitigation

Average $4M losses 
from unauthorized info 
access reported in 
FBI/CSI 2004 Report

 $100K Once  $100K  $100K  $100K  $300K 

Network 
Disruption 
Risk 
Mitigation

Industry average per 
downtime occurrence 
is 1.5 hours per 
Dataquest. One hour 
of downtime on 
average costs 
minimum $96K per 
Infonetics.

 $144K Once  $144K  $144K  $144K  $432K 

Regulatory 
Non-
Compliance 
Risk

$2M non-compliance 
fine + brand damage if 
public

 $100K Once  $100K  $100K  $100K  $300K 

 $375K  $375K  $375K  $1.12M 

5
Annual Cost/Risk of Loss
ROI Timeframe in Months
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Operational Expense Savings with IPScan 
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IPScan IP Address Management IT Opex Savings 
  
Annualized hours of IP Address Mgmt of 1,000 devices @ 5 
minutes per device per month 

 1000  

Work hours per year 2440 
Full-time equivalent required for IP Address Management 39% 
Cost per IT network administrator, including overhead $100,000 

Annual cost of IP Address Management $39,000 
Percent of IP Address Mgmt Time Savings from IPScan 80% 
Annual savings $31,000 

 



 

Security Risk Mitigation with IPScan 
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The Prevalence and Cost of Insider Security Breaches 
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IPScan Fills the Network Access Control Gap 
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IPScan’s Value as Security Risk Mitigation 
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IPScan Internal Security Breach Risk Mitigation Value 
  
Average loss reported due to unauthorized access (rounded 
down) 

$4M 

Percentage of value that IPScan brings to mitigating against 
insider network security breaches or abuse 

75% 

Absolute mitigation value of IPScan $3M 
Annualized, highly conservative annual risk mitigation value for a 
1000 device enterprise 

$100K 

 



 

Mitigating Network Disruption Risk of Loss with IPScan 
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IPScan IP Addressing-Based Network Downtime Risk Mitigation Value 
  
Calculated loss reported due to network downtime, per hour $96K 
Average downtime duration, per Infonetics 1.5 hours 
Annual downtime loss risk—IPScan’s annualized value $144K 



 

Mitigating Regulatory Non-Compliance Risk with IPScan 
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IPScan Regulatory Non-Compliance Risk Mitigation Value 
  
Cost of Non-Compliance $2M 
Conservative, annual risk mitigation value of IPScan $100K 

 
����


